DIN EN ISO 15118-4:2019-08 (E)

Road vehicles - Vehicle to grid communication interface - Part 4: Network and
application protocol conformance test (ISO 15118-4:2018); English version EN ISO
15118-4:2019, only on CD-ROM

Contents Page

03 170 vii
03 0o 0 0 10 ot () O viii
1 Y 60 1 1
2 VL0300 0 E= 00 A0 W =Y L= (= 4 Lo 2
3 B AL 00 TSI 00 U 0 LT 0 0000 ) 2
4 Symbols (and abbreviated teImMS) ... —————————————_—————— 7
5 L0004 <) 10 8
51  SCCT0 LEUR o 40 0] 3 LA g ot 00D 8
5.2 Test System deSCriPUiON ... s n s s R e E s R e n s 9
6 Test architecture reference MOAEl... ..o iiierierieremr——————————————————————————sssss——————— 9
6.1 LT3 1 7= 5= 110507 1 0 T X 0 () 4 9
6.2 Platform adapter INtErface.....u s 10
6.3 SUT adapter iNtErfacCes ... sssmsssasssssssssssssssssssssssssssssssssssssssssnsnsmsasasasaes 10
6.4 0006 = o 11
7 TeSt SUITE CONVENTIOIS ..oiiiuiiiiiiisiiissiisssiisssssssssssssss s sss s srmssas s s m s s e a s s me s a e e AR e e ae e e AR R e RReame R ane e ame R annnaan 11
7.1 LTS3 1123 o= 1510703 1 014 T 10 () 1 11
7.2 Test Suite StrUCtUTE (TSS) ..oiimmmsmsmsmsisssssssasssasssssssssssssssssssasassssssssssssssssssasassssssssssnsssssssssssnsasasasasassns 11
7.3 B 50 Q0 T, 13
7.4 BT Y 1 L T 2 4T =) o 62
7.5 TESE SUILE COVETAZE .ucurrrrrrrrmsmsmsassssssssss s sssssssssssssss s E AR E AR AR R AR AR RS 67
7.6 Test Case deSCIiPiON ... s E R as AR R 184
7.7 Test case SPeCIfiCaAtiON ..o ———————————————— 185
8 Test case descriptions for 15118-2 V2GTP .....vrnsssnsssssssssmmsssssssssssssssssssssssssssssssssssssssens 198
8.1 LT3 113 o= VI8 0303 1 04 T 10 () o 1S 198
8.2 SECC tEST CASES vuvrrrurrrrusrssasssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssssnssassssssnssssssssssssssnsssssssssnssssnssssnssssnss 198
8.3 DO O T o o2 1 202
9 Test case descriptions for 15118-2 SDP MeSSAZES ..ccuuuurrrermsmssssmsmsmsmsmsmsmsssmssssssssssssssssssssssssasassssess 208
9.1 LT3 113 o= VI8 030 1 04 T 1 0 () 1S 208
9.2 SECC tEST CASES vuvrirurrrresrssassssassssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssssnssassssssnssssssssssssssnssssssssanssssnssssnssssnss 208
9.3 DO O T o o2 1 211
10 Test case descriptions for 15118-2 V2G application layer messages........coouesesesssssessssssases 236
0 0 7Y ¢ U= = 110000 00 10 = 1 () 236
10.2  SECC tESt CASES iumuiiiurisinnrsissmssnssisssssssssissssssssssssssssssssssssssssssssssssssssssns sasnssssnssssnssssnssesassssnsssansssnnsssansssnnnssansssnn 236
10.3  EVCC teST CASES.iuuirrrrarrrarssarsssrsssssssssnsssnsssnsasssssssssssssssssssssssssssssssssssnsssnsssssssssssssassssasssnsssessssssssssnsssnsssnsssnssans 405



Annex A (normative) Configuration Specifications ........unn——————————— 671

A1l Timer CONfIGUIAtION . 671
A2 o L0000 0¥ 740 i () 671
A3 PIXIT CONfiUIAtion ...ccccciesenmnmsmsmsisissmsmssssssssssssssssssssss s s s ssasas s s s s aas 673
Annex B (normative) Control part Specification...... s 675
B.1 Y DX 0L 00704 1 o0 1T ) 675
B.1.1 AC SPecCific CONLIOl PAILS.....ccocnniiiirssnssssssssss s sssssssssssas s s sssssssssssssasssassssssssssssssssssnsnsasanas 675
500 T D L0030 T=Tur 3 Tl o0 4 1 0] 0 0 o 675
B.2 EVCC CONEIO] PATES c.ucuccniiismsmsssassssssssssssssssssssssssssssssssssss s sssssssasas s s s s s s e se s s sssmsssasassssesens 688
B.2.1 AC SPecCific CONLIOl PAILS. ... sssssssssssas s sssssssssssssasssassssssssssssnsssssnsnsasanas 702
|3 3 ) L0033 T=Tur 1 Tl of0) 4 10 0] 00 0 o 702
Annex C (normative) Test-case specifications for 15118-2 V2GTP .....ccccvnnmnmsmsmsmsssnnssmssssssssseanns 745
C1 R L O O T o= 1] . 745
C.2 T O T o T TP 745
Annex D (normative) Test-case specifications for 15118-2 SDP MeSSagES .....ccumrmresmsssssusssssssssssessns 752
D.1 R DX O O 1 A o 1 T, 752
D.2 O O] T o T, 752
Annex E (normative) Test-case specifications for 15118-2 V2G application layer messages.....773
E.1 ] DL O O T A o T 773
E.1.1 V2G protocol handshakKe ... sssssssssssssasas 773
E.1.1.1 SECC test cases for SUpportedAPPProtocCol... s ———— 773
D O VL 11 L] e T 773
E.1.2.1 SECC test cases fOr SESSIONSETUP .....coiirnmsmsmsssmsmmmsmsmsmsss s 775
E.1.2.2 SECC test cases for ServiCeDISCOVETY ... 775
E.1.2.3 SECC test cases for ServiceDetail ... 782
E.1.2.4 SECC test cases for PaymentServiceSelection ... 784
E.1.2.5 SECC test cases for PaymentDetails ...........couumiinsssssssnsssssssssssssssssssssssssssssssssas 788
E.1.2.6 SECC test cases for AUthOrization ......—————————— 794
E.1.2.7 SECC test cases for ChargeParameterDiSCOVETY ... 794
E.1.2.8 SECC test cases fOr POWEIrDelIVErY ... sssssssssss 799
E.1.2.9 SECC test cases for CertificateUpdate.......cunmmmmssssssssssssssssssss 824
E.1.2.10  SECC test cases for CertificateInstallation ..., 839
E.1.2.11  SECC test cases for SeSSiONSTOP. ... ssssssssssssssssssssssssssasassssssssssssssnsasasasass 839
E.1.2.12  SECC test cases for ChargingStatus ... 842
E.1.2.13  SECC test cases for MeteringRecCeIPL .....cccuviiiisismsmsmnmsmsnssisisssssssssssssssssssssssssssss s 846
E.1.2.14  SECC test cases for CableChecK ... 848
E.1.2.15  SECC test cases for PreCharge ... 852



E.1.2.16 SECC test cases for CurrentDemand ......couieursmresmsssssssssssssssssssssssssssssssssssssssssssssssssssnsssasssasssassses 855

E.1.2.17  SECC test cases for WeldingDetection ... 859
E.2 EVCC TS CASES wuurunmrasmsmsssmsssnssmssssssnssssssssssssssssssssssssssssssssssssssssesssassssssss sesssas sssms s sesssassssmssssssssnssssnsssssnssnsss 860
Annex F (normative) Function specifications for supporting test execution.........cuusmsescsnsnasnns 1009
F.1 Configuration fUNCHONS. ... ————————— 1009
F.2 Pre-condition functions......—————————————— 1009
070 Y X O O 110 U 1) o 1011
| 007 DA O O 1 4 Ut 0 1 1027
F.3 Post-condition funCtions. ... s————————————— 1027
F.3.1 SECC fUNCHIONS.c.citititsismsasassssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasassssssssssssssssssasss s ssasasassnsssssnsssssssasasas 1038
00 J07 N DAL O O 1 4 Ut 0 1 1038
F.4 Common behavior fUNCLIONS ... —————————————— 1039
S 1 Y O O O 10 ot 0 ) o 1040
Fi4.2  EVCC fUNCHONS ..ocoiiiismsesssssssssssssssssssssssssssssssssssssssssssssssasassssssssssssssssssasss s s s sesssssssssassssssnasas snsssssssssssssasasas 1042
F.5 LIDrary fUNCHIONS ..o s ss s sss s s ss s s s sssnsssssasas 1044
Annex G (normative) Function specifications for 15118-2 V2GTP.....ccunrnrssmsmsmsnsmsesesssmsnsasassnsns 1051
G.1 SECC fUNCHIOMNS. i s s A A AR RS 1051
G.2 EVCC fUNCHIONS ..ocviiismsesssssssssssssssssssssssssssssssssssssssssssssssasassssssssssssssssssasas s s s sssssssssssassssssnasas snsnssssssssssasasas 1053
Annex H (normative) Function specifications for 15118-2 SDP mesSSages......ccuuuumsmsmsmsmsesmsnsasassnsas 1056
3 U5 R ) 5 0 O 14 Lot 1) 4 1056
5 057 D V4 O O 11 ot 0 o 1057

Annex I (normative) Function specifications for 15118-2 V2G application layer messages ....1061

1.1 R DX T O 510 Lot 1) o 1 1061
L.1.1 V2G protocol handshakKe.......sssisssssssssssssssssssssss s 1061
1.1.1.1 SECC functions for SUupportedApPPProtocol ... ————- 1061
I Y 11 LTy VT 1063
1.1.2.1 SECC functions for SeSSIONSEtUP ... ssssssssasas 1063
1.1.2.2 SECC functions for ServiCeDiSCOVETY ... sssssasassssssssssssssssssasasas 1064
1.1.2.3 SECC functions for ServiceDetail ... s 1072
1.1.2.4 SECC functions for PaymentServiceSelecCtion. ... 1080
1.1.2.5 SECC functions for PaymentDetails.......oumsssssssssssssssssssssssssssssns 1087
1.1.2.6 SECC functions for Authorization.......——————————— 1091
1.1.2.7 SECC functions for ChargeParameterDiSCOVErY ... 1104
1.1.2.8 SECC functions for POWerDeliVery ... ssssssssssssssssssssssssssssassssns 1140
1.1.2.9 SECC functions for CertificateUpdate ........ccocurnssmssnsmsssmsmnmsmssssssssssssssssssssssssssssssssssssssassns 1154
1.1.2.10  SECC functions for CertificateInstallation .........cnn———— 1167
1.1.2.11 SECC functions for SeSSIONSTOP ... 1176



1.1.2.12 SECC functions for ChargingStatus ... 1176

1.1.2.13 SECC functions for MeteringRecCeIPt......ccouumnmnininmssmsssssssmsmsssmssssssss s sssssssssssssssssssssssssss 1185
1.1.2.14  SECC functions for CableChecK ... 1197
1.1.2.15 SECC functions for PreCharge ... 1203
1.1.2.16 SECC functions for CurrentDemand........cocummmsmsmssssssssssssssmssssssssssssssssssssssssssssssssssssssssssssasss 1207
1.1.2.17  SECC functions for WeldingD etection........coommsmsmmmsssmsmmssssmsmsmsssssssssssssssssssssssssssssssssssssssssess 1213
1.2 EVCC fUNCHIONS. ....comimimsmsmssssisssssssssssssssssssssssassssssssssssssssssssssas s s sssssesssssssss s ss s s s s st sssssssasasasasss s sssssnsnasasssses 1217
Annex ] (normative) Template specifications for V2G TCP/TLS Port Control ........cccucvesrsnsnsnnens 1373
Annex K (normative) Template specifications for 15118-2 V2GTP.....ccummsmmmmsmsmsmssmsssmsssssssssssssesas 1375
K.1 L0005 0040100 4T 0c) 411 0 N 1375
Annex L (normative) Template specifications for 15118-2 SDP mesSSages.......cummsesmsssassssnsssesens 1376
L1 L0003 100 10 L0001 o) 1101 0] B T, 1376

Annex M (normative) Template specifications for 15118-2 V2G application layer messages 1377

M.1  CommON tEMPIAteS... .o ————————————— 1377
M.1.1 V2G protocol handshakKe ... s 1378
M.1.1.1 CMN templates for SUpportedAppPProtocol.......cmmmmmmmmmmimmssss———— 1378
ML1.2  V2G INESSAZES tuerurrsessrssssssmsisssssssssssmssssssssssssssssssssssssssssss sasssssssssssssasssssssssssssssssssssssssssssssssssssssssassssnssssansssnss 1378
M.1.2.1 CMN templates for SeSSIONSETUP ..o ————— 1378
M.1.2.2 CMN templates for SEerviCeDISCOVEIY ... 1378
M.1.2.3 CMN templates for Authorization ... ————————— .. 1381
M.1.2.4 CMN templates for POWerDeliVErY .....cmmmmsssssssssssssssssssssssssssssssssssssssssssssasasssssss 1381
M.1.2.5 CMN templates for SESSIONSLOP ... ———————— 1383
M.1.2.6 CMN templates for ChargingStatus ... ———————————— 1384
M.1.2.7 CMN templates for CableChecK ......cmmmmmmmmmmssssssssssssssssss———, 1384
M.1.2.8 CMN templates for PreCharge ... 1385
M.1.2.9 CMN templates for CurrentDemand........osmmmssims s ————————— 1385
M.1.2.10 CMN templates for WeldingDetection ... ssssssssssases 1387
117 5 I) 2X O O 123 10 ] b o 1387
117 5 TR DA T4 O O 15 1 11 0 1T, 1397
Annex N (normative) Template specifications for SECUTItY.......cum——— 1430
N.1 L0003 100 10 L0001 o) 1101 0] B T, 1430
Annex O (normative) Data type definitions........oimssssssssssssssssss 1434
0.1 Data types fOr PICS... s s sssssasas 1434
0.2 Data EyPES fOr PIXIT .. ssssssssssss s s sssssssssss s st sssssssssas s s s ssssssasassnsns 1434
0.3 Data types for V2G TCP/TLS POrt CONrol ... msssssssssssssssssssssssssssssssssssssssssssases 1436
0.4  Data types fOr V2ZGTP ....ciiimmssssssssssssisisssssssssssssssssssssssssassssssssssssssssssasassssssssssssssssssssssssssssasasssans 1437
0.5 Data types fOr SDP IMeSSAZES. ..o ssssassssssssssssssssassssssasses 1438
0.6 Data types fOr V2G MESSAZES .ccrrirermsmssmsmsmsmsssmsmsmsssssssssssssssssssssasssssssssssssssssssssssssssssssssssssssssssssasssssssses 1438
0.7 Data tyPes fOr SECULILY ... e e 1457





