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Abstract: This consensus report specifically addresses the unique cybersecurity threats associated with
developing and deploying machine learning—enabled medical device software, as distinct from the
broader cybersecurity risks applicable to all medical device life cycle phases. This includes potential
cybersecurity threats that can arise from or during data collection, product design, product
deployment, product use, and maintenance.
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AAMI Consensus Report

A consensus report (CR) is a publication of the Association for the Advancement of Medical Instrumentation (AAMI)
developed to provide concise, prompt, and practical guidance on narrowly focused topics of high importance to the
health technology community. A consensus report is intended to provide initial consensus guidance in response to an
urgent/immediate need for guidance in the following instances:

— While more robust data/information develops on emergent areas
— When variation in the development, implementation or use of a product or process exists

— When existing standards or other documents require additional context/clarification

A consensus report is not subject to the same formal process as a standard and while similar in nature to a technical
information report (TIR), a CR is based on the collective knowledge and experience of a selected group of stakeholders
and has not undergone the wider reviews of a TIR or standard and offers an even greater response time.

CAUTION NOTICE: This AAMI CR may be revised or withdrawn at any time. Because it addresses a rapidly evolving
field or technology, readers are cautioned to ensure that they have also considered information that may be more recent
than this document.

All standards, technical information reports, consensus reports and other types of technical documents developed by
AAMI are voluntary, and their application is solely within the discretion and professional judgment of the user of the
document. Occasionally, voluntary technical documents are adopted by government regulatory agencies or
procurement authorities, in which case the adopting agency is responsible for enforcement of its rules and regulations.

Comments on this technical information report are invited and should be sent to AAMI, Attn: Standards Department,
901 N. Glebe Rd, Suite 300, Arlington, VA 22203.
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